
Voice Over Internet Protocol (VoIP) Security

Securing VoIP Deployments Using Intrusion Prevention
Voice-over-IP (VoIP) technology has come of age and is quickly gaining momentum as an
affordable alternative to traditional PSTN networks. VoIP packetizes phone calls through
the same routes used by network and Internet traffic and is consequently prone to the
same cyber threats that plague these carriers today.  In addition to traditional network
security and availability concerns, there are a plethora of new VoIP protocols that have
yet to undergo detailed security analysis and scrutiny. 

TippingPoint's Application Protection

provides comprehensive attack prevention

for VoIP against known and unknown

zero-day cyber threats. TippingPoint

secures VoIP through Infrastructure

Protection, VoIP Protocol Anomaly

Protection and VoIP Application

Protection. The TippingPoint product line

is SIP and H.323 protocol-aware, with

real-time SIP session set-up and tear down

tracking and per-packet protocol anomaly

detection. TippingPoint assures VoIP

Quality of Service and further protects

against denial of service attacks through

its patent pending thresholding and rate

shaping capabilities. TippingPoint also

provides constant Virtual Software Patch

updates with its Digital Vaccine service to

maintain evergreen protection at all

networking layers.

TippingPoint has established the industry’s

first Voice over Internet Protocol (VoIP)

Security Alliance in conjunction with

leading VoIP vendors, providers, security

researchers, and thought leaders. The

VoIP Security Alliance (VOIPSA) aims to

help organizations understand and avoid

VoIP security risks through discussion lists,

white papers, sponsorship of VoIP security

research projects, and the development of

tools and methodologies for public use.

VOIPSA is the first and only group solely

and holistically dedicated to VoIP security

backed by a wide spectrum of

organizations represented by universities,

security researchers, VoIP vendors, and

VoIP providers. For more information,

visit www.voipsa.org.

In addition, TippingPoint has established

the VoIP Security Research Lab as a nerve

center for breakthrough VoIP security

testing. TippingPoint's industry-

recognized security researchers work

alongside VoIP vendors and customers in

analyzing weaknesses in VoIP

architectures, discovering new

vulnerabilities through functional

protocol testing, educating and training,

as well as presenting research in trade

magazines, security journals and

conferences. The by-product of these

research efforts ensures TippingPoint is

able to protect against the latest VoIP

vulnerabilities and attack techniques. 

To learn more about TippingPoint's VoIP

protection capabilities, or to join or

partner with the VoIP Security Research

Lab, contact us at voip@tippingpoint.com. 

Copyright © 2005 3Com Corporation. 3Com, 3Com logo, TippingPoint Technologies, the TippingPoint logo and Digital
Vaccine are registered trademarks of 3Com Corporation. All other company and product names may be trademarks of their
respective holders. 400920-001 06/05

DATASHEET

TippingPoint Product Family

• TippingPoint 50
50 Mbps

• TippingPoint 100E
100 Mbps

• TippingPoint 200
200 Mbps

• TippingPoint 400
400 Mbps

• TippingPoint 1200
1.2 Gbps

• TippingPoint 2400
2.0 Gbps

• TippingPoint 5000E
5.0 Gbps

• TippingPoint SMS
Security Management System

• Digital Vaccine®

Attack Filter Update Service


