
The Challenge: In the Web hosting business, providers prosper by offering fast, function-
rich Web services on highly-reliable servers. Their clients build Web sites on these servers 
to conduct business, market products and process transactions. When hosted sites are 
attacked, these companies, as well as the provider itself, are in jeopardy. DiscountASP.NET 
knows the risks well. The service provider hosts over 20,000 domains from 135 countries 
and specializes in technology that allows its clients to offer ecommerce features like product 
catalogs, shopping carts and customer databases.
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In May 2005, a distributed Denial of Service 

(DoS) attack targeted one of the many Web sites 

that DiscountASP.NET hosts. The attack flooded 

the site’s server with unwanted packets, against 

which the firewalls were ineffective. The surge 

in traffic crippled not just the site, but also the 

entire server. As a result, the sites of hundreds 

of other clients were also incapacitated as 

users were unable to access their Web pages or 

conduct transactions.

“If we can’t deliver premium-quality hosting 

services, we’re out of business, so the DoS 

attack was a serious threat,” said Takeshi Eto, 

vice president for business development and 

marketing at DiscountASP.NET. “Many popular 

sites have been victimized by DoS attacks, but 

now we discovered just how vulnerable we were.”

DiscountASP.NET’s upstream provider sought to 

remedy the problem by applying stringent filters on 

its firewalls to block the DoS attack. The fix worked, 

but the filters were applied only for a limited time 

because they could also block legitimate traffic. 

Once the filters were lifted, the attack resumed.

The assault became costly for DiscountASP.

NET. Customers began to complain about their 

malfunctioning Web sites and the firm was 

charged additional bandwidth fees by its own 

provider because of the excessive traffic caused 

by the attack. Worse, it began to lose customers.

“Our clients naturally demand business continuity 

and when we failed to provide it, some went 

elsewhere for their hosting services,” said Eto. 

“We needed to act quickly. Instead of reacting 

to the threats lurking on the Internet, we had to 

become proactive.”

Why_Solutions_from_TippingPoint
To thwart the attacks, DiscountASP.NET 

contacted vendors of intrusion prevention 

and DoS protection solutions, such as Mazu 

Networks, Foundry Networks and TippingPoint, 

a division of 3Com. TippingPoint responded 

promptly and offered its TippingPoint Intrusion 

Prevention System (IPS), the most decorated 

IPS on the market. The IPS inspects all incoming 

packets at line-rate speeds, blocking unwanted 

and malicious traffic. It also defends such 

“Much to our relief, the 

TippingPoint IPS effectively 

stopped the attacks, allowing 

us to restore services. 

Additionally, the system 

doesn’t degrade network 

performance, making this level 

of security transparent to our 

clients and their customers.”

Takeshi Eto 
VP Business Development 
and Marketing 
DiscountASP.NET

DiscountASP.NET Wards Off DoS Threats & 10 Million 
Online Attacks with TippingPoint Protecting Its Customers
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infrastructure components as switches, routers 

and VoIP deployments from targeted attacks.

In June 2005, DiscountASP.NET deployed a 

TippingPoint platform between the Internet and 

the servers at its provider’s data center. “The IPS 

was simple to integrate into our infrastructure and 

eliminated concerns that we’d have to re-architect 

our network at substantial expense to meet our 

security needs,” said Eto.

Immediately, the TippingPoint solution began 

deterring spyware, worms, viruses, phishing, 

Trojans and, most importantly, the DoS attacks 

from compromising the performance or availability 

of the provider’s hosting services. For example, 

the IPS blocks an average of 25 SQL Slammer 

packets each second, or 90,000 per hour.

“Much to our relief, the TippingPoint IPS effectively 

stopped the attacks, allowing us to restore 

services,” said Eto. “Additionally, the system 

doesn’t degrade network performance, making 

this level of security transparent to our clients 

and their customers. We were so impressed with 

TippingPoint’s technology, ease of deployment 

and rapid support that we no longer considered 

any other security solutions.”

In addition to defending against known exploits, 

DiscountASP.NET relies on the TippingPoint 

Digital Vaccine® real-time inoculation service 

to safeguard against future risks. The service 

automatically updates the TippingPoint IPS with 

new security filters every week—more often if 

needed—to block the latest threats.

“The type and nature of attacks are constantly 

evolving, but our IPS will continue to defend our 

servers, even against zero-day threats,” added 

Eto. “The Digital Vaccine service enables us to be 

very proactive in our security, but without much 

work on our part.”

Benefits_Summary
Supported by its TippingPoint IPS, DiscountASP.

NET now is providing the highest levels of hosting 

performance and availability. The firm is protecting 

its clients against DoS attacks, the SQL Slammer 

worm and other malicious traffic, eliminating 

disruptions to their Web sites and ecommerce 

businesses. Since its deployment, the security 

solution has blocked over 10 million malicious 

packets from jeopardizing the firm’s services.

“Our TippingPoint IPS is an investment in our 

future,” said Eto. “By offering the most secure 

and reliable Web hosting available, we now 

can differentiate ourselves in the marketplace 

to attract new customers. With TippingPoint’s 

security professionals working for us day and 

night to protect our services, we’re free to focus 

on our core competency and grow our business.”


