
Regis University: “Faith In Intrusion Prevention”

The Challenge
Faith alone was not enough to protect the computer network at Jesuit-run Regis
University. Chuck Steigerwalt, manager of the university's network infrastructure,
discovered that the hard way when he was dragged out of bed in the middle of the
night two years ago after his network was compromised by attackers and crashed.

The network was extremely vulnerable to
attack, Steigerwalt knew. The university
and its 15,000 students are spread across
eight locations in Colorado and Nevada,
all connected via wide area network to the
main campus in Denver (where there are
about 100 Windows NT, Linux, and other
servers). But before the crash, the
network, which allows students and staff
to connect to the Internet, had not so
much as a firewall.

After the crash, a bond initiative raised
enough money to update the Regis
network, and Steigerwalt invested in some
Cisco Pix firewalls to beef up border
protection. But, he says, he knew he
needed more. “The threat technology is
changing such that a firewall just isn't
cutting it,” he says.

Steigerwalt first considered an intrusion
detection system but realized that wasn't
going to solve the problem either. “We
wanted something that would proactively
do the work for us and prevent
intrusions,” not just create a lot of data
after the fact, he says. By talking with
other professional security administrators
at symposia and asking the opinion of his
Cisco firewall reseller, he found out about
TippingPoint Technologies, an Austin,
Texas, company that makes intrusion
prevention appliances. Steigerwalt was
sold on TippingPoint's appliance.

The device is a single box that is plugged
into the edge of the Regis network
(where it connects to the Internet). Chris
Brown, a network technician for Regis,
says the unit took minutes to install. “It
was just a matter of plugging it into the
network,” he says.

TippingPoint has four sets of protected
ports, Steigerwalt says, enabling it to scan
all traffic from outside the network while
still leaving room for expansion in the
future. He plans to use the appliance as a
layer of protection against internal
threats too.

TippingPoint works by using more than
1,000 filters to inspect packets in great
detail as they pass through the machine
without significantly slowing the network.
Each filter recognizes a different attack,
from worms to denial-of-service attacks,
and blocks it before it can infiltrate the
school's network. TippingPoint can also
block peer-to-peer traffic bidirectionally
to prevent legal challenges and loss of
bandwidth from students using file-
sharing applications such as Kazaa.

TippingPoint technicians can create
custom filters for customers as needed,
but the most common blocked attacks are
familiar names to network administrators:
Code Red, Nimda, and SQL Slammer,
Brown says.

TippingPoint filters are written to
recognize anomalies to common protocols
such as HTTP, learned from prior
vulnerabilities, thus enabling the filters to
block some new types of attacks. He says
they write filters to protect the
vulnerability, which recognize some new
exploits and keep them from passing
through.

Chuck Steigerwalt rests easier at night
knowing that the box is doing its job,
helping him to secure the network. “From
my perspective it's cut down on my
coming back into work at night.” 
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“We wanted something
that would proactively
do the work for us and
prevent intrusions.”
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